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Abstract 

The following literature review provides a cross-section of video, articles, columns, journals, 

opinion and essays. The literature shows a complex and unique blend of thought and expertise – 

mostly legal – as a summary to the right to be forgotten (RTBF) question, leaving more to be 

desired on the social outcomes of reputational harm. This paper, however, focuses on advances in 

technology and multi-national companies being tasked with de-indexing and erasing online content 

requests from the public.  In my research, I conclude with each case of reputational harm there is 

a common theme: Google (and all search engines), advancing technology, and public interest. I 

begin by reviewing Google as a corporate entity legally tasked with de-indexing compliance of the 

European legislation and its monopolistic coverage in Canada. I then examine Google’s de-

indexing practices by questioning the value of a human-controlled decision-making structure and 

its relation to public interest and the RTBF. And finally, I observe the current state of Google’s 

algorithms by considering advances in technology and artificial intelligence (AI), which directly 

impact the tech giant’s ability to create, protect and fortify data, ultimately having a long-term 

effect on those seeking complete suppression and/or erasure of personal content. As an addendum, 

I have added a short section on reputation management and its overall importance to RTBF. 
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Introduction: 

 

Before the words “Right to be forgotten” (RTBF) appeared in the Canadian lexicon, a legal 

battle had been waged in the European Union (EU) over what has famously been called the Google 

Spain case. Google Spain SL, Google Inc. v Agencia Española de Protección de Datos, Mario 

Costeja González (2014) is a decision by the Court of Justice of the European Union (CJEU). The 

CJEU ruled that “European citizens have a right to request that commercial search firms, such as 

Google, that gather personal information for profit should remove links to private information 

when asked, provided the information is no longer relevant” (The Right to Be Forgotten, 2018). 

Since then, hundreds of Canadian lawyers, journalists, ethics professors, and media/tech 

and personal privacy advocates have summarized their thoughts in favour and against future 

judicial and legislative courses of action in Canada. Arguments have been presented across the 

country in a milieu of leading newspapers, law blogs, digital privacy symposiums, such as the 

International Association of Privacy Professionals (IAPP), government briefings, and letters to 

members of Parliament and the Canadian Senate.  

The RTBF argument is polarizing; people are either for or against it based on two well-

framed positions: a Canadian’s right to have personal, defamatory and embarrassing information 

de-indexed or removed from third party search engines vs. Section 2(b) of the Canadian Charter 

of Rights and Freedoms, which includes the “freedom of thought, belief, opinion and expression, 

including freedom of the press and other media of communication” (Government of Canada, 

1982). 

According to the literature, the polarizing nature of the RTBF question is immersed in the 

minutia of legal jargon, leaving average Canadians impacted by online reputational issues to 
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surmise the complexity of how it affects their future. While much of what is written is 

commandeered by case law and legal summations, there are, however, many professional 

reporters, technology specialists and educators who have weighed in on the conversation. As I 

predicted prior to writing this review, to better understand the RTBF question would involve a 

deeper investigation into search engines, primarily Google, and how they operate in an ever-

changing technological landscape. There is no easy answer. 

In June 2015, the Office of the Privacy Commissioner (OPC), led by Commissioner Daniel 

Therrien, issued its report (OPC, 2015): The OPC Privacy Priorities 2015-2020: Mapping a course 

for greater protection. The report was the first of its kind to delve into the question of individual 

privacy in Canada and the digital footprint left behind by Canadians. Under action item three 

(Reputation and privacy) in its plan of action, Commissioner Therrien sets the following goal:  

The OPC will have helped to create an environment where individuals may use the Internet to explore their 

interests and develop as persons without fear that their digital trace will lead to unfair treatment (OPC, 2015). 

In January 2016, the OPC launched a consultation and call for essays on the issue of online 

reputation, leading to a draft policy position in January 2018 titled: Draft OPC Position on Online 

Reputation. With 28 submissions received by privacy and tech advocates, the commissioner 

reinforced his position that online individual privacy protection warranted further action by 

government (Therrien, 2018). In October 2018, Commissioner Therrien petitioned the Supreme 

Court to rule on Mountain View search giant Google’s indexing practices as they pertain to 

the Personal Information Protection and Electronic Documents Act (PIPEDA) (Chhabra, 2018). 

That case is currently being heard. 

As previously mentioned, the RTBF question is complex. Within the nucleus of the 

question are central themes relating to Google’s indexing practices, complete source removal, 
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PIPEDA, public interest, freedom of expression and the press, and the list goes on. Much of that 

detail has already been covered in the commissioner’s draft OPC position and accompanying 

submissions. What’s important from a societal perspective as it relates to reputation and the current 

literature are the questions very few experts are asking. For example: What is the impact of 

reputational destruction on families and the economy? Who can afford to spend thousands of 

dollars for professional reputation management services if RTBF is rejected in Canada? How do 

modern and future Google algorithms affect content and rankings? And how is public interest 

defined between those convicted of criminal acts and those who are innocent victims of online 

shaming?  

It’s likely the answers to these questions are as important to Canadians as the judicial and 

political nature of the RTBF question, yet the literature proves the latter far outweighs societal 

impact, leaving little space to reflect on the destructive result of online reputational harm. In other 

words, as prominent privacy lawyer Allen Mendelsohn claimed in a discussion, for there to be any 

societal consideration of the RTBF question, it should probably be answered in Parliament, not the 

courts (A. Mendelsohn, personal communication, November 3, 2018).  

This paper does, however, examine RTBF from the perspective of the average Canadian. 

Every Canadian – rich or poor – is affected by digital longevity, and there is an argument to be 

made outside the legal realm that the social consequences of that longevity should be queried. 

Without minimizing the social repercussions of reputational harm, my advice would be to 

complete a longitudinal study examining the economic, psychological and social implications of 

reputational harm over time. I believe such a study would dovetail perfectly with any Canadian 

RTBF ruling or legislative change, allowing for more balance to the extensive legal literature 

currently monopolizing the RTBF question.  
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Full disclosure: as the author of this paper I have a genuine and personal interest in this 

topic. Having been the subject of a highly publicized shaming where a private image was shared 

online by a third-party in January 2015, I know all too well the devastating impact of a non-

consensual online privacy breach that resulted in severe reputational harm. I have written this paper 

with that personal knowledge in mind. 

Google, Algorithms, De-Indexing and Public Interest:  

According to Global Stats statscounter Search Engine Market Share Canada report (2018), 

93.09 per cent of Canadians use Google while its closest competitor (Bing) barely competes at 

3.79 per cent. The other registered search engines (Yahoo, DuckDuckGo, MSN and Baidu) have 

a combined total of 3.01 per cent (October 2017 - October 2018). Why is this relevant?  Because 

as de-indexing becomes the norm in Canada through potential RTBF legislation or a judicial 

ruling, Google, with 93 per cent market share, will be inundated with requests to de-index personal 

data in Canada.  

In a November 2018 transparency report (2018), Google revealed it had received 745,634 

European requests to de-index and 2,853,622 URL de-indexing requests as a result of the May 29, 

2014 CJEU ruling. Of those 745,634 requests, Google de-indexed 43.7 per cent; of the 2.8 million 

URL requests; 56.3 per cent were de-indexed (Google Transparency Report, 2018). Of those 

requests, 89 per cent came from private individuals, while 11 per cent were from the “other” 

category, which could mean companies, politicians, or celebrities (Sawers, 2018). The report also 

details the kind of information being requested for de-indexing (top seven are listed): Professional 

(24%); Self-Authored (10%); Crime (8%); Professional Wrongdoing (7%); Personal Information 

(7%); Political (3%); and Sensitive & Personal Information (2%) (Sawers, 2018). With de-
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indexing now the norm at Google, it is important to consider the process used to justify or reject 

de-indexing requests; particularly how requests and final decisions are approved. 

In landmark RTBF trials of two businessmen in the United Kingdom (UK), referred to as 

RT1 and RT2, Google outlined its handling of RTBF requests from the public. Unlike algorithms 

there is a unique “human” (Corfield, 2018) component that ultimately determines whether a 

request for de-indexing is accepted. Technology journalist, Garreth Corfield writes: 

Google allows software engineers, as well as its dedicated RTBF operatives, to make decisions about which 

search results ought to be deleted on request – and places such requests onto its internal bug-handling 

systems…Once you submit a RTBF form via Google's website it disappears into a cloudy haze until you get 

a reply saying "yea" or "nay" (Corfield, 2018). 

Google’s legal specialist (although not a practicing lawyer) Stephanie Caro testified: 

The process of dealing with each delisting request is not automated – it involves individual consideration of 

each request and involves human judgment. Without such an individual assessment, the procedure put in 

place by Google would be open to substantial abuse, with the prospect of individuals, or indeed businesses, 

seeking to suppress search results for illegitimate reasons (Corfield, 2018). 

Caro is not wrong – people and businesses would likely abuse an automated system, 

therefore deconstructing the primary purpose of the 2014 RTBF ruling. Having a human actor 

oversee these decisions is arguably the best solution. For example, how many times have you heard 

a friend say they wished their loan approval at a major bank wasn’t just based on “the numbers?” 

There is a need for human connection, an understanding of the uniqueness of a situation if you 

will. Unfortunately, at the expense of bad actors, those with legitimate and unique cases – cases 

which are more complex than a simple yes or no answer – are often collateral damage in the 

broader context of the decision-making power structure.  

But Caro does, however, raise the important point of “individual consideration,” which 

Corfield (2018) suggests “involves people within the ad tech company looking at claims made by 

RTBF-ers and deciding whether or not to delete search results.”  
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Caro’s perspective is that without human judgment the system would fail. She backs it up 

by outlining the company’s criteria in determining whether a search result should be deleted. These 

“prescriptive rules” (Corfield, 2018) include: "the nature of the offence, the sentence imposed, the 

time which has passed since the conviction, and the relevance of the information to the requestor's 

business or professional life" (Corfield, 2018). Through these prescriptive rules, Google is defining 

what the public has a right to know and strongly defended its position in a statement after the UK 

trials: “We work hard to comply with the Right to be Forgotten, but we take great care not to 

remove search results that are in the public interest and will defend the public’s right to access 

lawful information” (Browning and Sebag, 2018). 

In Google’s November 2018 Transparency Report its position on public interest is reinforced;  

We may also determine that the page contains information which is strongly in the public interest. 

Determining whether content is in the public interest is complex and may mean considering many diverse 

factors, including—but not limited to—whether the content relates to the requester’s professional life, a past 

crime, political office, position in public life, or whether the content is self-authored content, consists of 

government documents, or is journalistic in nature (Google Transparency Report, 2018). 

As de-indexing requests mount, the company relies on a system supported by lawyers to 

scrutinise RTBF requests and, as Caro doubles down, “would allow no room for the exercise of 

judgment in the balancing of competing considerations and legal rights” (Corfield, 2018). I would 

argue the idea there is “no room for the exercise of judgment” incorrect: it is human nature to 

judge; we ask millions of people to judge their peers – with or without legal rights – every year, 

resulting in countless mistakes and miscarriages of justice and reputation. This is supported by 

Google’s own admission that in relation to public interest, it considers “many diverse factors” 

(Google Transparency Report, 2018) which would entail some level of personal judgment. 

This is supported by University of Queensland Australia Associate Professor, Jane 

Johnston (2017), who defines judgment of the public interest as “a complex and tricky concept to 
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navigate because it has intentionally evolved as ambiguous and mutable” (Johnston, 2017). She 

continues: 

It [public interest] has no overarching definition because it is contextually determined in scope and 

purpose…this means, in any particular instance, political, legal and regulatory authorities make judgment 

calls. And what may be deemed in the public interest today may not be in a decade; it changes with social 

mores and values (Johnston, 2017). 

In the trials, Google argued it is an extension of journalism and “it benefits from the 

exemption at section 32 of the Data Protection Act created for journalists” (Corfield, 2018). 

Noteworthy is the response from UK Information Commissioner, Elizabeth Denham, who 

summarily opposed Google’s “journalistic” defence. She argued that Google “cannot claim that it 

is a neutral caching service while simultaneously claiming a legal exemption designed for 

processes that are definitely not straightforward, neutral caching (Corfield, 2018). She doubled 

down with the following argument: 

The ad tech firm, as everyone knows, has gone to great lengths to tell the world that it doesn't fiddle with 

search results – even though the prominent placement of Wikipedia as the top result for most searches, to 

give one example, certainly isn't a happy coincidence (Corfield, 2018). 

In his ruling, Mr. Justice Warby took it a step further by rejecting Google’s journalistic 

defence: 

The argument is that the information available at the URLs complained of in this case consist of journalistic 

material published by third parties, and Google's role is undertaken 'with a view to' such publication, 

facilitating publication by the third parties…the narrower argument can be characterised, without disparaging 

it, as parasitic (Corfield, 2018). 

Commissioner Therrien has already stated that “search engines do not distinguish between 

journalistic/literary material. They return content in search results regardless of whether it is 

journalistic or literary in nature,” (OPC, 2018) concluding that “search engines are not acting for 

“journalistic” or “literary” purposes, or at least not exclusively for such purposes as required by 

paragraph 4(2)(c)” (OPC, 2018). 
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In the RT2 case, Justice Warby further concluded “His past offending is of little if any 

relevance and there is no real need for anybody to be warned about that” (Browning and Sebag, 

2018). Warby also considered the businessman’s current conduct in his ruling, a point global 

privacy expert, Jon Baines, believes will have an impact on future rulings: “The situation as it is 

now can potentially influence whether the information is still relevant” (Browning and Sebag, 

2018). As Google judges whether to de-index a URL based on “relevancy” or the “public interest” 

it must now factor the individual’s current conduct into its decision-making. This by and far is the 

most significant win for RTBF advocates and individuals calling on government to force the de-

indexing of outdated and irrelevant content.  

The critical point here is that de-indexing decisions are being left to management at Google, 

therefore raising the serious ethical question of fairness, bias and public interest. For example, bias 

was exposed in a Breitbart News story (2018) titled Google Advocates Burying Breitbart, 

Conservative sites to ‘reverse things’ in 2020. It’s not the political flavour of the story that is 

troublesome; it’s the reported email discussion on November 9, 2016 between Google engineers, 

Scott Byers and Uri Drekel, having a disagreement over the suppression and deletion of 

conservative websites (Nolan, 2018). The mere expression by Google engineers of a “manipulation 

of search results” (Nolan, 2018) is a stark contrast to Caro’s “no room for the exercise of judgment” 

statement, creating an ethical dilemma for Google that goes to the heart of the RTBF question. The 

question for average citizens then becomes, “If there is even a slight chance that Google is 

engineering its search results, how can the company guarantee a fair system when deciding which 

URLs are eligible for de-indexing?”  

I will use a hockey analogy here: if the Toronto Maple Leafs knew in advance that referees 

and the National Hockey League were conspiring to throw a playoff game in favour of the 
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Montreal Canadians, would Toronto even bother playing the game? Probably not, at least not 

without raising its concerns first. This is no difference in terms of the RTBF – citizens want 

reassurance that Google, and the legislation, is fair, honest and reliable. That’s a heavy burden for 

a multi-national company to carry.  

In Google’s defence, Stuart Thomson (2018) of the National Post points out that “the EU 

has put the onus almost entirely on the company to decide which requests should be honoured, 

putting a significant amount of power in the company’s hands…even supporters of the law have 

expressed discomfort with this situation, and some have recommended a quasi-judicial panel to 

sort out these requests” (Thomson, 2018).  

More than likely, Google does not want to be in the business of defining public interest, 

yet it’s being forced to comply and make those decisions based on its understanding of the EU 

legislation. What choice does it have? As more and more de-indexing requests, most of which will 

encompass everything from the absurd to the legitimately unfair, swamp Google Canada, how will 

the company ensure fairness and accuracy, especially when it already believes it serves a higher 

journalistic function? 

We must also examine the broader financial scenario as it relates to the tech giant’s global 

responsibilities. Already, the company has increased staffing in the EU to comply with the 2014 

RTBF ruling, impacting future revenue and profits as resources are re-directed to privacy 

protection, de-indexing and civil litigation. Recently, French watchdog the Commission Nationale 

de l’Informatique et des Libertes (CNIL), argued in front of a panel of 15 judges (Mehta, 2018) 

that limiting the “right to be forgotten” to the EU makes the information difficult to access from 

member countries – but not impossible. “It doesn’t wipe the applicant’s information from Google’s 

global search engine, and so it is possible to access it through non-EU URLs, or by using a Virtual 
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Private Network (VPN) tool” (Mehta, 2018). The same would apply in Canada as damaging stories 

written in Canada and cached by Google.ca could easily be traced by employers and bad actors 

using VPN software or operating abroad. Google lawyers responded that “broadening the [RTBF] 

scope is ‘completely unenvisagable’ and ‘imposing on the values of different countries’” (Bodoni, 

2018). 

According to Canadian civil rights activist, Diana Davison (2018), when articles, 

photographs, videos or other materials disappear from the internet there is usually a backlash. In a 

phenomenon which has come to be called “The Streisand Effect” the response to information 

removal can do more reputational damage than the original material. When Barbara Streisand 

sought to suppress an aerial photograph of her home the photo went from six views to over 400,000 

within a month and was uploaded to other locations on the internet. Internet users take pride in 

their ability to prevent information from disappearing.  

In response to the European RTBF cases, Google notified the owner of the content being 

blocked and then refused to de-index the new articles naming the person who had requested the 

removal with details of the content that was being removed. An enforcement order was successful 

to de-index the secondary articles, but this is a good example of the creative thinking employed by 

resistant companies. There are many alternative search engines which aren’t as popular as Google 

but are gaining more attention every time Google removes content, not to mention its wariness of 

losing market control (D. Davison, personal communication, November 27, 2018). 

Not all search results are managed by search engines like Google. YouTube and other sites 

have internal search mechanisms that will produce content links. If YouTube receives legal notice 

that a video violates law in one country, the video is only blocked in that country. Viewers in the 
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country that is blocked often notify friends who then mirror the video (post copies of it on other 

channels) to prevent it from disappearing if the video gets further legal notice. 

Computer programmers have also started developing “anti-censorship software” called 

“Streisand” which would amplify and spread information that is deleted or de-indexed from the 

internet. There are also many browser plugins that enhance search engine features, including tools 

to block advertisements or download videos embedded on the page, and new plugins could be 

created to bypass search result filters. The more likely it becomes that content will disappear from 

the internet, the more creative internet users and programmers become to restore the data (D. 

Davison, personal communication, November 27, 2018). 

As expected, this poses significant challenges and risks for Google and those seeking to 

remove embarrassing or harmful content. The clash over an ever-evolving internet and what it 

remembers or forgets renders the RTBF moot in some respects as the natural inclination is to 

believe all content posted online is infinite. As you will see below, algorithms and artificial 

intelligence (AI) will all but guarantee continuity and survival of data.  

In the meantime, it appears judgments in Europe, particularly the UK and France, seem to 

be siding with individual privacy. Will these decisions have an impact on a Canadian RTBF 

decision? It will depend on the legal framework adopted, albeit there are some Canadian lawyers 

who believe RTBF already exists in PIPEDA, while others believe any European framework 

would not fit in Canada.  

We have learned six things about Google from the literature: 

1) Google has monopolistic market share in Canada, giving it full control on what is published 

about Canadians online; 
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2) Less than 50 per cent of de-indexing requests have been approved by Google in Europe, 

and slightly more than 56 per cent of URLs have been de-indexed; 

3) European courts are rejecting Google’s claim to be exempt from Data Protection legislation 

based on journalistic expression; 

4) Google believes it has a responsibility to protect public interest; 

5) Google’s de-indexing system is built on individual consideration, yet evidence shows there 

is an internal struggle to decide what gets de-indexed; 

6) The use of VPN, anti-censorship software or business operations abroad can easily trace 

de-indexed stories in one country and have them repopulated online; and, 

7) Global regulation will ultimately cut into Google’s profits over time. 

Algorithms: 

Most people in the Search Engine Optimization (SEO) world understand algorithms as 

simple constructs designed to improve search rankings for business clients. For the most part, it’s 

a neat and tidy package – populate, tag and create content – where competition for rankings depend 

on frequency of site updates, viewership and keyword optimization. Algorithms and data 

processing are a necessary component of the search engine function, and every day Google 

searches millions of websites looking for updated content. A website that has one updated word 

today will appear above a listing that contains the same content that has not been updated in a 

week.  

In terms of consumption metrics, popularity does play a part. This is an algorithm called 

page views where Google looks for keywords used to search for the item. If the keywords are a 

match, and users click on that link, the algorithm determines how long they were on the site or 

average time on the page. Pages where users linger are rated higher than pages where users 
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immediately pressed the back button. This algorithm is called a bounce rate and it is influenced by 

accuracy to the keywords used to search and its relevance to the subject matter. 

Algorithms are far more complex than the basic description above, and they require a 

broader analysis with respect to the RTBF question. Many resources, time and money have been 

spent in defining the RTBF narrative in Canada, yet if we don’t better understand how algorithms 

serve the higher need for establishing memory and technological longevity, we could easily be left 

holding the proverbial bag.  

The evolving RTBF discussion is one that needs to include advances in AI, algorithmic 

flow and continuity, microservices (complex algorithms that communicate with each other), and 

the social consequences of algorithms in the management of memory. 

In her essay titled Algorithmic memory and the right to be forgotten, Elena Esposito (2017) 

argues that algorithms “process information without understanding,” resulting in their ability to 

“produce significant results not because they operate in an intelligent way, but because they 

‘parasitically’ exploit the intelligence, the memory, and the attribution of meaning by human 

actors” (Esposito, 2017). Consequently, results generated on third-party search engines are 

inextricably linked by data created by human actors (media and social entities), yet algorithms – 

because of their efficiency in exploiting raw data – make it virtually impossible to forget. I argued 

this point in my key note presentation (2017) to the IAPP where I stated that de-indexing would 

only temporarily hold off the inevitable finding of embarrassing and factually incorrect 

information due to algorithmic upgrades and efficiencies (Kydd, 2017). Google’s Senior 

Webmaster Trends Analyst, John Mueller, has already confirmed that Google algorithms are 

updated on average of three times a day” (Davies, 2017).  
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With the advancement of AI and complex microsystems, the proliferation of data and 

memory will only pose further problems for those trying to escape their past. Esposito articulates 

this position well: 

On the web, data processing uses algorithms, which act on enormous amount of data, apparently with no 

limit in their processing and storage capability. Making information accessible to everyone with an internet 

connection, the web intensifies the problem of the “droit à l’oubli,” which has a long legal tradition starting 

from French law. This right protects the desire of a citizen who has been convicted of a criminal act and has 

paid his debt to justice to be no longer remembered for those past facts and to be able to build a new life and 

a new public image” (Esposito 2017). 

The 2014 EU judgment considers Google accountable and responsible for the excess of 

memory in our digital world (Esposito, 2017), and according to Simon (2012) “responsibility 

would require intentionality, which cannot be attributed to technical artifacts…Algorithms may be 

accountable but should not be made responsible – which of course leaves the issue of responsibility 

open.”  

Esposito provides the best rationale on data processing and its contribution to the RTBF 

question: 

Even if Google as a company does not decide on data processing, search engine activity makes data, in 

principle, accessible to internet users, including those who otherwise would not have found the original page. 

It also allows users to get a “structured overview” of the information relating to a person, enabling them to 

establish a more or less detailed profile. This affects the privacy of the persons concerned in different and 

more incisive ways than publishing the information. The processing of data by Google is more subtle but 

more dangerous than the one by publishers and journalists (Esposito, 2017). 

Both Simon and Esposito raise critical points: algorithms paint the complete picture 

through communication and memory, therefore compromising individual privacy with each search 

result; and the issue of responsibility cannot be attributed to such technological innovations as 

algorithms, therefore raising the question of who should be held responsible. Algorithms operate 

to maximize exposure of data and memory, resulting in detailed profiles of individuals to be found 

frequently and efficiently. This means that de-indexing data today could eventually, as AI 

technology advances to a higher level of sophistication, become obsolete. Washington Post 
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technology reporter, Peter Holley (2018), outlined in an interview with Axios co-founders Jim 

VandeHei and Mike Allen last week, Elon Musk’s perspective on AI: “As algorithms and hardware 

improve, digital intelligence will exceed biological intelligence by a substantial margin, It’s 

obvious” (Holley, 2018). Agree or disagree with Musk’s views on the world, the interpretation in 

terms of RTBF is that AI will one day supplant our ability to hide or erase content online no matter 

what laws or regulations are put in place.  

Google’s most impressive feat to date is its construction of algorithms through 

microservices, which allows various algorithms to share data (Davies, 2017) and build memory 

(Norman, 2017). The ability for Google to process information from one algorithm to another is 

done for a reason: to improve SEO and make relevant data more accessible, leading to better search 

results, advertising profits, and brand positioning for companies and internet users. There is 

nothing insidious about this process – the system is built to evolve and change the way we 

organically view and process data for monetary and personal reasons. People post data online and 

Google positions that data based on relevancy – that is the simple way of seeing it.  

The problem for RTBF is in the evolution of Google’s data processing. As the company 

improves accuracy through complex algorithmic microsystems such as Borg and Panda (Davies, 

2017) and Elastic Weight Consolidation (EWC) (Norman, 2017), the days of simple algorithms 

coordinating “fairly basic data such as backlinks, keyword densities and anchor text” to manually 

adjust their weighting to improve the results are a thing of the past. (Davies, 2017). Why is this 

important? Because “a core algorithm is too slow and static when compared with a system built 

around only desired outcomes which is the obvious end goal for Google (Davies, 2017). In other 

words, Google will always ensure algorithms remain ahead of the curve. 
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Borg: 

De-indexing as we know it will help bump or temporarily suspend content; however, as 

Davies (2017) explains, microsystems (Borg) are part of an AI strategy determined to begin linking 

and sharing information for the purpose of keeping data relevant: 

Like the Borg of “Star Trek” fame there is a queen, a central control that can say, “I am the Borg.” Where 

once the queen was the core algorithm and all data fed to it and produced a result, we see this now converting 

to a system of control rather than a system of judgment…Google’s algorithm at this stage is as a collection 

of Borg cubes, each representing an algorithm and each with a number of workers inside dedicated to the 

mission at hand be that the task of determining the crawl budget for a site to looking for link spam signals to 

rendering or judging page layout…these “Borg Cubes” communicate with each other independent of their 

queen. This means that each “Cube” is not simply fulfilling its duty and reporting what it finds for processing, 

but they are communicating with each other and adjusting how they are treating and concluding from said 

data without the need for that adjustment to be judged (Davies, 2017). 

 “Borg simplifies life for its users by offering a declarative job specification language, 

name service integration, real-time job monitoring, and tools to analyze and simulate system 

behavior” (Verma, Pedrosa, Korupolu, Oppenheimer, Tune and Wilkes, 2015). This is data-speak 

for ensuring the continuity of communication between multiple algorithms with the intention of 

finding improved channels to keep information relevant.  

EWC: 

Until recently, DeepMind – a London-based AI company bought by Google on January 26, 

2014 for more than $500 million (Shu, 2014) – was unable to “mimic the human brain” (Norman, 

2017). In an article written by futurism.com tech writer, Abby Norman, Google’s revolutionary 

EWC algorithm and its impact on memory was explored: 

In the human brain, synaptic consolidation is the basis for continual learning. Saving learned knowledge and 

transferring it from task to task is critical to the way humans learn…EWC is a core component of any 

intelligence — biological or artificial — because it enables the thinker to learn tasks in succession without 

forgetting. The new DeepMind algorithm supports continual learning just like the synaptic consolidation of 

the human brain, which is the next step for AI in terms of mastering more challenging tasks and learning 

contexts. In other words, it will mean that AI systems are better able to take on creative and intellectual 

challenges; previously thought to be the sole province of humankind (Norman, 2017). 
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EWC, while eventually having a positive impact on other AI technologies designed to 

further the human condition, is only one of thousands that will ensure we never forget. With the 

ability to “take on creative and intellectual challenges” (Norman, 2017) in the foreseeable future, 

algorithms like EWC guarantee that search engines will eventually adapt and employ AI to 

troubleshoot legal and legislative orders. What should be concerning to privacy experts and 

advocates is that Google, and other tech giants, may ultimately have no control of these algorithmic 

advances once the taste for data longevity is satisfied. 

Reputation Management and the RTBF: 

One thing’s for certain – we do not yet know all the consequences of growing up in a world in which so much 

personal data has been circulated. In this culture of self-surveillance, privacy has been forfeited and these 

changes in the law are an attempt to claw some of it back (Moore, 2017). 

The Guardian columnist, Suzanne Moore, wrote the above passage in a 2017 column titled: 

The right to be forgotten is the right to have an imperfect past. She continues: “While social media 

is all about making a mark, about saying ‘This is me’, the right to be forgotten is about handing 

over a different kind of power. It is the assertion of ownership of one’s own identity by refusing 

to give ownership to the platforms that published the posts” (Moore, 2017). 

Moore’s assessment defines the narrative for most people having to rebuild their reputation. 

The discussion to date has been focused on legal precedent and jurisdiction, not on the devastating 

aftermath of a reputation breach which often results in economic, social and psychological trauma. 

There is no second chance, only shame and the faint hope that somehow it will all be forgotten. 

Moore has expressed in one column what Google lawyers and opponents of RTBF have never 

been able to articulate: that “there is a freedom in being able to delete the digital past…the right to 

be forgotten is actually about the right to have a past that is not always perfect: a life, in other 

words” (Moore, 2017). So, what is the most reliable remedy? 



The Right to Be Forgotten: a literature review for the average Canadian 20 

 

© Senate of Canada 2018 

 

Online reputation management companies are popping up all over the country. Except for 

a few, these are mostly basement-operated brand/digital marketing consultants looking to cash in 

on the niche cottage industry of managing crises through digital content removal. They promote 

themselves as a reactive solution for businesses and individuals suffering from reputational harm, 

and the fact is they do work. But at what cost and for how long?  

In 2016 I assisted a client who was looking to remove negative online content about his 

business. He was a wealthy, well-known businessman in Halifax and it was obvious that the 

content, whether truthful or not, was having an impact on sales and his clientele. He was aggressive 

in his pursuit to have every negative detail de-indexed or removed from the internet and asked for 

my opinion on how to remedy his situation. This was my first professional foray into the world of 

online reputation management, so I suggested he contact a Canadian reputation management 

company. What happened next was astonishing: within a few months every negative comment had 

been removed and replaced with fresh content positioning his services, and him personally, in a 

positive light. I remember thinking at the time how bleached and sanitized it all looked – those 

were the two words that instantly came to mind. I googled his name prior to writing this paper and 

you would never know that two years ago he was on the brink of losing his business and reputation 

in the community.  

Reputation management companies advise clients to create new, preferable content to 

replace the top search results on the name or phrase being rescued. Most users only read the first 

two or three pages of search results. The best solution for people with privacy or reputational 

damage claims is to create content they prefer people to find when their name is searched; the main 

problem is that algorithms preference larger websites with a higher search engine rank. Another 
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problem is that employers have caught on to the “one page and you’re done” principle and are 

digging deeper online to find negative behavioural patterns on potential employees. 

The digital population of positive content and having a reputation management company 

and lawyer work on your behalf is a successful strategy, but only if you have the financial ability 

to stabilize the content and work ahead of Google’s algorithms. In the end my former client 

changed the name of his business, paid more than $75,000 CAD, and is still paying the reputation 

management company a monthly fee to service his search rankings. This is a luxury most 

Canadians do not have. 

The literature shows hundreds of reputation management companies offering services to 

suppress or de-index negative content; however, guaranteedremovals.com is the only company 

that appears to offer the complete deletion of “negative content from existence” 

(guaranteedremovals.com, 2018). The price for content removal varies from as little as $500 

(initial consultation fee) to $100,000 (guaranteedremovals.com, 2018), which falls in line with 

most of the research completed on reputation management companies for this paper. Reputation.ca 

is the most prominent service in Canada by search ranking and what could be deemed as “quality 

service.” In its online pricing guide (2018), the company guarantees full suppression of four to six 

negative mainstream media news stories from page one on Google within five to eight months for 

a price of $20,000 (reputation.ca, 2018). For more services related to social media content removal 

and suppression, a minimum commitment of 12 months is required at $500-$1,000 per month 

(reputation.ca, 2018). The message here is straight-forward: the cost for online freedom is 

prohibitive for thousands of average Canadians.  

There is a social and economic price being paid for non-criminal mistakes, or in many cases 

acts of revenge porn. Under its new Cyberbullying and Revenge Porn law (2015), the Canadian 
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government made it a crime to distribute non-consensual intimate images, providing some measure 

of deterrence and relief for victims of revenge porn. On November 13, 2018, the government of 

Newfoundland and Labrador introduced “The Intimate Images Protection Act” (Canadian Press, 

2018) which would allow victims of revenge porn to sue their aggressors. The law “would also 

give judges the ability to order shared photos to be removed from the internet, and that if people 

didn’t comply there could be more punitive consequences.” (Canadian Press, 2018).  

Justice Minister Andrew Parsons, who believes the new legislation would “give power 

back to victims and hold people accountable for their actions,” (Canadian Press, 2018) also 

commented on the horrific impact revenge porn continues to have on victims: “The impact on 

people is not just humiliating, it's caused people to take their lives. We can't understate the 

seriousness of it” (Canadian Press, 2018). Without RTBF in place, or laws deterring the 

seriousness of a non-consensual privacy breach, the toll on Canadians would be incalculable, 

resulting in communal, societal, and eventual economic dissociation (Kydd, 2017).  

In a 2015 presentation to the Markkula Ethics Center at Santa Clara University, Dr. 

Luciano Floridi discusses the RTBF as an extension of data (my data) belonging to a person (my 

body) (Floridi, 2015). He goes on to say: “when it comes to memories from the past, one way of 

understanding closure is remembering without recalling” (Floridi, 2015). He uses the example of 

an argument with a spouse or death of a loved one as: “you don’t want to forget, but you don’t 

want to recall that event again and again, because that wouldn’t be closure” (Floridi, 2015). 

Floridi’s point in terms of the RTBF is that individuals have a right to forget the past without 

having a third-party recall those mistakes or memories. 

I will conclude with Esposito, who sums up the RTBF perfectly: 
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The right to be forgotten is directly connected with the ability to keep the future open—a “right to 

reinvention” (Solove, 2011) that protects the future of the person from a colonization by the past. Nietzsche 

knew it very well, when he spoke of the ‘need of oblivion for life,’ even more important than the ability to 

remember—because without forgetting one would remain bound to an eternal presence of the past, which 

does not allow to build a different future. Without forgetting you cannot plan nor can you hope (Esposito, 

2017). 

Assuming de-indexing is our best solution today, which I still believe it is, Canadians are 

already fighting an uphill battle with advances in technology, forcing those without the financial 

capacity to manage their reputations online to concede defeat or petition media organizations – big 

and small – to remove content. Breakthroughs in technology like EWC puts us at the mercy of 

internet technology, which is being created and advanced at a rapid pace and can change faster 

than laws can be adjusted to address the new capabilities. Algorithms – such as Borg and EWC – 

are designed to improve human connectivity and help humanity reach levels only ever dreamed 

of; however, these positive advances are ultimately convoluting the RTBF question. The intricate 

network of algorithmic sharing builds stronger memory, leading to a system that may never forget 

and will always find ways to re-generate data we had long assumed forgotten. Those fighting for 

the RTBF are in a constant struggle with algorithms and, as we have learned through the Streisand 

Effect, programmers who write software faster than politicians can make laws.  

This does not absolve Canadian politicians and judges from the responsibility of answering 

the RTBF question. If anything, it should galvanize a stronger coalition with the thought in mind 

that what is decided today could very well be redundant tomorrow.  
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